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Crime has gone digital 



Crimes that can only be 

committed by using a 

computer to attack 

another computer 

 

Eg: Hacking, Spread of 

Viruses, Ransomware, 

DDOS 

 

 

 

‘Traditional’ crimes which 

are increased in their 

scale by the use of 

computers 

 

Eg: Fraud, identity theft, 

harassment, romance 

scams 

Cyber-dependent Cyber-enabled 

Two types of cybercrime 



Traditional Crime 
 Offender required to be 

present at crime scene 

 One offence at a time 

 Evidence/ Forensics/ 

CCTV 

 Witnesses 

 HIGH RISK/ LOW REWARD 

Cybercrime 
 Not present at the scene 

 Multiple offences at the same 
time 

 Commit offences from 
anywhere in the world 

 Co-operation required 
between law enforcement 
internationally 

 LOW RISK/ HIGH REWARD 

The attraction 



 

80% of all Cyber Crime is easily 

preventable by adopting basic 

measures and being aware.  
 

Key Message 



Remember A, B, C 
 

A – Accept nothing 

 

B – Believe no one! 

 

C – CONFIRM EVERYTHING! 



Are you aware of exactly how much you are sharing? 

https://www.youtube.com/watch?v=yrjT8m0hcKU 

https://www.youtube.com/watch?v=yrjT8m0hcKU


Social Engineering 



What could someone do with this 

information? 





Never disclose private 
information when social 
networking 

Be wary about who you 
accept invitations from 

Consider what you are 
saying online 

 Look for the verification 
tick 
 

Social Media 



How secure is your Social Media? 
  We strongly advise that you opt for “Friends only”.  

 

 Be a good friend and change your settings to ‘hide’ your friends list to 
protect their security too. Also helps prevent account cloning issues – do 
the same for contact details! 

 

 Be mindful that “friends” settings can affect your own security 

 

 It is advised you turn app location settings off when you post to social 
media as it indicates your current location …. AND where you are NOT! 

 

 Remember regularly checking in to places, regardless of your settings 
‘checking in’ is publically viewable 

 

 Change your settings so that you control what others post about you! 

 



Take a few minutes to review your digital 

footprint….. 

 Quite simply, Google yourself! 

 

Limit the amount of information made PUBLICLY available 

 

Check www.ukphonebook.com and www.192.com 

 

 

http://www.ukphonebook.com/
http://www.192.com/




How to delete this information ? 
 Firstly remove yourself from the Public Electoral Roll - You are 

automatically enrolled upon voting, meaning anyone can request 
your information, this can make you a target so contact your local 
council.   

 By going through public databases like the Electoral Roll, websites 
such as 192.com are able to collate your address, home phone 
number & more details all in one place. For a small fee, anyone can 
then discover a large amount of information about you that you may 
have considered relatively private. 

 So, if you’d rather people didn’t know how much you paid for your 
current property or other personal details, read on to find out what 
192.com knows about you & how to delete your information from the 
internet. 

 



 Think of your password as your front door 

 Think passphrase! Choose three random 

unrelated words 

VioletMouseCuppa 

Vi0letMou$eCupp@ 

 Use a different password for each website 

 Use a password manager 

 

Passwords  



https://www.youtube.com/watch?v=yzGzB-yYKcc 

https://www.youtube.com/watch?v=yzGzB-yYKcc
https://www.youtube.com/watch?v=yzGzB-yYKcc
https://www.youtube.com/watch?v=yzGzB-yYKcc


https://www.youtube.com/watch?v=opRMrEfAIiI 

Passwords 

https://www.youtube.com/watch?v=opRMrEfAIiI


DANGER  

Do you use Public WIFI ? 



Using public Wifi 



Top Tips 
Don’t use public WIFI for sensitive 

transactions 

Use 3G 4G - this is always encrypted  

Use a Virtual Private Network (VPN) 

 Turn off WIFI when your not using it  



Phishing Email 



Email addresses can be spoofed to appear from the 
company, hover over links to check. 



 Ensure your spam filter is on 

 Do not open an email you suspect could be 

spam and send straight to your spam or junk 

folder 

 Don’t open attachments or click links from 

unknown sources 

 If it’s too good to be true- it probably is! 

 Consider having two separate email accounts 

(public & private) 

Email Top Tips  



• Add a second layer of security 

to your accounts 

• Receive a text/ phonecall if a 

new device is used to access 

your account 

• Temporary password issued 

• Gives you the opportunity to 

confirm if the user is you 

Two/ Multi Factor Authentication 



www.haveibeenpwned.com 

A website that allows you to check if your personal data has been compromised 

by data breaches.  

 

"Notify me" service allows visitors to subscribe to notifications about future 

breaches. Once signed up, you will receive an email message any time their 

personal information is found in a new data breach.  

 

This service often alerts users to breaches long before it reaches the  
news, meaning that you can take action immediately instead of your accounts 

being at risk for months without you knowing. 

http://www.haveibeenpwned.com/


And it’s not just emails…… 



• Don’t pay ransom, there’s 
no guarantee you will get 
your files back. 

• Contact Action Fraud or 
the Police 

• Back-up your files 
regularly so that if you are 
hit with ransomware your 
special documents are 
safe.  

Ransomware is a form of malware that gives criminals the ability to lock a computer from a remote 
location - then displays a pop-up window informing the owner that it will not be unlocked until a 
sum of money is paid. 
 

Ransomware 

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi-i-z3_rPWAhVELhoKHa9KBucQjRwIBw&url=https%3A%2F%2Fheimdalsecurity.com%2Fblog%2Fwhat-is-ransomware-protection%2F&psig=AFQjCNGUqYPpM6xYoaLOJtKgjAfdCCkcgw&ust=1506004722881965
http://www.microsoft.com/security/resources/malware-whatis.aspx
https://www.getsafeonline.org/protecting-yourself/ransomware/
https://www.getsafeonline.org/protecting-yourself/ransomware/
https://www.getsafeonline.org/protecting-yourself/ransomware/


Sextortion 

https://www.bbc.co.uk/news/av/stories-

46323625/what-happened-when-sextortion-

scammers-targeted-a-bbc-trending-reporter  

https://www.bbc.co.uk/news/av/stories-46323625/what-happened-when-sextortion-scammers-targeted-a-bbc-trending-reporter
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 Install Anti-Virus on all devices 

 Update your software as soon as your computer prompts you 

 Back up your data to an external device and remove that device 
from your computer 

 Check Op Systems are supported and running the latest version 

(Windows 7 end of life is January 2020) 

 

 

 

Computer Security 

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi31O2M_rPWAhUB1BoKHeexAB4QjRwIBw&url=https%3A%2F%2Fwww.ophtek.com%2Fthe-4-biggest-myths-of-computer-security%2F&psig=AFQjCNHk66rePCLZnfnsvthPK0graFif6g&ust=1506004486896531


Gifting, part exchanging, selling or disposing of 

devices? 

 Ensure any cloud services are disconnected from the device! 

 

 Make sure you have backed up your data and contacts! 

 

 Perform a FACTORY RESET of the device 

 

 REMOVE and removable media ie SIM card/memory card 

 

 If you are disposing of the computers, laptops or tablets, destroy 

hard drives 

 





Top Tips 
 NEVER allow a cold caller remote access to your device 

 

 NEVER reveal your personal or financial details 

 

 NEVER install any software or visit a website as a result of a cold call 

 

 A legitimate company wouldn’t cold call you, if your unsure hang 

up and call them back from a different phone and the number you 

have for them. 

 

 Consider investing in a call blocking system (Truecall, Call Guardian 
or speak to your service provider) 
 

 



Romance Fraud #Fauxmance 
 

 

Action Fraud reveal 50 million was 

lost to romance fraud in 2018 

 



Don’t rush into an online relationship – get to know the person, not the profile 

and ask plenty of questions. 

Analyse their profile and check the person is genuine by putting their name, 

profile pictures or any repeatedly used phrases and the term ‘dating scam’ into 

your search engine. 

 Talk to your friends and family about your dating choices. Be wary of anyone 

who tells you not to tell others about them. 

Evade scammers by never sending money to, or sharing your bank details with, 

someone you’ve met online, no matter what reason they give or how long 
you've been speaking to them. 

Stay on the dating site messenger service until you’re confident the person is 

who they say they are. If you do decide to meet in person, make sure the first 

meeting is in a public place and let someone else know where you’re going to 

be. 

 

Top Tips 



Courier Fraud 



Top Tips 
 Never divulge passwords or PIN codes to people over 

the phone – you cannot be sure who you are speaking 
to  

 

 Police, HMRC or Banks will NEVER send a 
courier/unmarked unit to collect bank cards/PINs for 
investigation! 

 

 There is no such thing as a “Safe Account”. Banks nor 
Police will ever ask for funds to be transferred to one 

 

 Police will never ask you to be involved in ‘undercover’ 
operations 

 



Online shopping 
  

 Look for the padlock – this is also provides an additional layer of 

encryption to the security of the page. 

 

 When you have finished with the – log off properly.  

 

 Using credit cards online actually provides you with more assurances 

that your bank cards do if something goes wrong.  That isn’t to say that 

banks will not help in hour of need. 

 

 Keeping receipts/proof of purchase will help towards any issues. 
 

 

 



 Never disclose security details, such as your PIN or full 
password – it’s never right to reveal these details 

 Don’t assume an email request or caller is genuine – 
people aren’t always who they say they are 

 Don’t be rushed – a bank or genuine organisation won’t 
mind waiting to give you time to stop and think 

 Listen to your instincts – if something feels wrong then it is 
usually right to pause and question it 

 Stay in control – have the confidence to refuse unusual 
requests for information 

 

Take 5 





Pension Scams 
  

 Step 1 – Reject unexpected offers – If you get a cold call about your 

pension, hang up!  Report to Information commissioner’s office (ICO) 
 

 Step 2 – Check who you’re dealing with?  Check the Financial 

Services Register, Need help checking call 0800 111 6768 – Consumer 

Helpline   
 

 Step 3 – Don’t be rushed or pressured  

 

 Step 4 – Get impartial information or advice -  The Pensions Advisory 

Service, provides free independent advice 
 

 

 





General advice on Cyber Security and Passwords: 

Cyber Aware  www.cyberaware.gov.uk  

 

Online safety on all areas for everyone: 

GetSafeOnline   www.getsafeonline.org 

 

CEOP online safety for under 18s, parents and schools: 

ThinkUknow         www.thinkuknow.co.uk 

 

Advice on spam emails, spam phonecalls and scams  

Take 5 to Stop Fraud https://takefive-topfraud.org.uk/  

 

                     Follow us @kentpolicecyber 

 

Further information and advice 

http://www.cyberaware.gov.uk/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
https://takefive-topfraud.org.uk/
https://takefive-topfraud.org.uk/
https://takefive-topfraud.org.uk/


Support and advice for victims 



Become a Friends against scams 

Scamchampion ?  



Checklist: 
 Check Op Systems are supported and running the latest version 

 Check Firewalls, Antivirus, Antimalware and Antispyware installed and 

running 

 Check your passwords are secure enough and not used across platforms 

 Check your digital footprint 

 Check UK Phonebook & 192.com for entries in your name – request removal 

 Check your social media settings 

 Check your email address with www.haveibeenpwned.com and set up 

Two/multi Factor Authentication (2FA) 

 Ensure your home router has a password set, if the original default, change it 

 Don’t use public WiFi for sensitive transactions such as banking/social 

media/email unless you’ve set up a VPN, or revert to 3G/4G on your device 

 Share this information with family, friends, and the public! 

 

http://www.haveibeenpwned.com/


How to change your router password ?  

 Example…. 



Questions ? 
Aimee Payne  

Cyber Protect & Prevent Officer 

Serious Economic Crime Unit 

Kent & Essex Serious Crime Directorate 

aimee.payne@kent.pnn.police.uk 

Twitter  - @kentpolicecyber 

 

mailto:aimee.payne@kent.pnn.police.uk


Cyber PREVENT; 

 

#CyberChoices 

Preventing individuals from becoming 

involved in cyber dependent crime 

 



https://www.youtube.com/watch?v=PJ0KddbbxrE 

https://www.youtube.com/watch?v=PJ0KddbbxrE


Cyber Prevent Aims 

To deter individuals from getting 

involved in cyber dependent crime. 

To prevent re-offending 

To promote legal and ethical use of 

skills, including opportunities in 

cybersecurity 



Pathways 
Understanding the 

pathways for  

cybercriminals vs  

those in the  

cybersecurity professions 



Legislation; 

The Computer Misuse Act 1990 

 Section 1 > Unauthorised access to computer material - Example - Without 

them knowing, you watched your friend put their password into their phone.  You then 

used it to gain access to their phone & download their photos. 

 Section 2 > Unauthorised access with intent to commit or facilitate 

commission of further offences – Example – Without their permission, you accessed 

your friend’s smartphone, obtaining their bank details, so you could transfer money from 

their account and download their photos. 

 Section 3 > Unauthorised acts with intent to impair, or with recklessness as 

to impairing, operation of computer – Example – You used a booter tool to knock 

a friend offline from an online game. 



Legislation; 

The Computer Misuse Act 1990 

 Section 3ZA > Unauthorised acts causing, or creating risk of, 

serious damage – Example – You hacked into the computer system of a 

Government Agency and were reckless as to the consequences.  National security was 

undermined. 

 Section 3A > Making, supplying or obtaining articles for use in 

another CMA offence – Example – You download a product to deploy malware 

to a friends computer, so you could control it.  You didn’t even get a chance to use it. 

 



Consequences 

A visit and warning from the Police – Cease & Desist   

Being Arrested  

Having your computer(s) seized and internet access 

restricted  

Paying a penalty or fine 

A significant prison sentence 

A permanent criminal record could affect education 

and career prospects, as well as overseas travel 



Consequences 

Maximum sentence that can be handed 

down for a CMA offence?   LIFE 

 

 Section 1   up to 6 months and / or a fine 

 Section 2   up to 5 years and / or a fine 

 Section 3   up to 2 years and / or a fine 

 Section 3A   up to 2 years and / or a fine 

 Section 3Za  up to 14 years and /or a fine… 

      



https://www.youtube.com/watch?v=9Z3W3J9MC-M 

https://www.youtube.com/watch?v=9Z3W3J9MC-M
https://www.youtube.com/watch?v=9Z3W3J9MC-M
https://www.youtube.com/watch?v=9Z3W3J9MC-M


Positive Diversion Programmes 



Positive Diversion Programmes 







Bug Bounties   

Apple pays teenager for discovery of Group FaceTime bug with bug bounty, 

                                                          scholarship 
 



https://www.bbc.co.uk/news/av/technology-

47407609/how-one-teenager-is-making-millions-by-

hacking-legally 
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Code Clubs 
 Kent County Council run Digital Den for children aged 8 – 11 at the 

following locations; 

 Ashford Library 

 Gravesend Library  

 Newington Library (Thanet) 

 Sheerness Library  

 Swanley Library  

 Additionally they run Coderdojo’s for children aged 7-17 at the following 

locations; 

 Canterbury Library  

 Gravesend Library  

 Sevenoaks Library  

 



For additional Information; 

 

http://www.nationalcrimeagency.gov.uk 



Questions ? 
Aimee Payne  

Cyber Protect & Prevent Officer 

Serious Economic Crime Unit 

Kent & Essex Serious Crime Directorate 

aimee.payne@kent.pnn.police.uk 

Twitter  - @kentpolicecyber 

 

mailto:aimee.payne@kent.pnn.police.uk

